In this paper, a cardholder identification system based on identity card (ID) and camera video was proposed. Firstly, we realize the double-sided image acquisition of ID card using Acorn RISC Machine(ARM) and Field-Programmable Gate Array (FPGA) with two Contact Image Sensor (CIS) and read the face image from the ID's built-in chip through radio frequency technology, and simultaneously capture the cardholder's face from USB camera video. Then a matching algorithm was used to compare the three faces: the segmented face image from ID double-sided image, the face image stored in built-in ID chip and the cardholder's face image captured from the camera video. Finally, based on the matching results, we can identify the authenticity of the ID and judge whether the cardholder is holding his own ID. Another advantage of our system is that we can print the collected double-sided ID images rapidly without manual flip and alignment. Many functions are combined into this system. 
INTRODUCTION
ID is the essential media of identity for citizen in the whole social and economic field in the present. In general, there are two scenarios that are worthy of our attention. First, Copy or scan the ID image as a certificate. When applying to all 1 Chuanbo Qin, Yao Chen, Junying Zeng, Wulin Feng, Department of Information Engineering, Wuyi University, Jiangmen, 529020, Guangdong, China.
kinds of credentials, it is inevitable to copy ID card. And it is usually needed to manually flip the ID card twice and to align the image position carefully. Obviously, it is an inconvenient operation that scanning respectively positive and negative image of ID. Second, ID card has risk and security issue [9] . Many criminals make use of advanced technology to fabricate and counterfeit ID, then taking huge amounts of money, even illegally entering the national departments, private homes and office areas. For the two issues mentioned above, a smart and intelligent face matching system was proposed to provide convenience and security. Nowadays, Face recognition technology is still the main research direction of domestic and foreign scholars, and widely used in the current social economic activities and daily life. In this paper, not only a face matching model was established by referring the current popular depth learning method [2] , but also an ID's double-sided image acquisition was implemented and can be automatically combined into an image in the order of ID positive and negative.
As shown in Fig.1 , the cardholder identification system based on ID card and face, has achieved two mainly functions: on one hand, a single manual operation can achieve the double-sided scanning of ID, while reading personal information (Photo, name, gender, ID serial number, address, etc.) in built-in chip of ID, and then complete the combination of ID positive and negative images, while processing and identification of ID serial number verification [5] .On the other hand, by comparing the collected surface photo on ID, the built-in photo from ID and the captured image of cardholder on the video, identification result can remind us whether the ID cardholder is himself. In addition, for the2st generation ID card that has stored the fingerprint information, our device also has the fingerprint reading and recognition function.
THE DESIGN OF ACQUISITION SYSTEM

Mechanical Structure Of The System
Mechanical structure of the system is designed by two steps. First, as shown in Fig.2 , mechanical structure and electric transmission device are designed based on a gear drive structure, which may eliminate the influence of gap between the gears in the gear drive. Second, the ID information collection consist of two parts, one part is to acquire the ID double-sided image information based on CIS, and the other part is to read of information in built-in chip of ID. When the ID card is inserted in to the entrance, ARM drives the motor to operate, and the ID moves forward at a speed of 0.1m/s. The ID information collection consists of two parts, one is the direct acquisition of ID double-sided image information based on CIS, and the other is the read of information in built-in chip of ID. The entire physical device is shown in Fig.3 . Figure3.IDdouble-sided image acquisition devices.
The Hardware Design Principles
The hardware control platform is designed by ARM and FPGA architecture. ARM chip selected NXP LPC4357, and FPGA chip selected XILINX spartan6. ARM is used for the data transmission with PC, Motor driven control, as well as the data transmission with external SDRAM. FPGA is used for the clock generation required by CIS, image acquisition based on CIS, AD conversion and black and white calibration of collected images. Since the collected data is very large, it is easy to result in data loss if the scanning and the uploading are the same time. Thus, the collected data is stored in the SDRAM by ARM. The entire image is uploaded to the PC or delivered to the printer after the whole image acquisition is completed.As shown in Fig.4 . 
THE DESIGN OF USER INTERFACE
The user interface was developed under VS2013 + opencv249 and can be divided into three modules according to the functions: ID card acquisition module, face acquisition module from the video and the read module of ID internal information based on radio frequency technology. As shown in Fig.5 , The left is the collected ID image from the ID card scanner, the middle is the collected face image from the camera and the right is the data information read out from the internal chip of ID.
THE MATCHING ALGORITHM
This part introduced the key technologies adopted by the system, including face detection, key point positioning and face alignment, face feature extraction and similarity calculation. The flow chart of the whole face recognition system is as follows, as shown in Fig.6 .
The Face Detection module [8] mainly used the funnel-type structure (FunnelStructured Cascade) which was designed for the detection of multi-pose face. This module could achieve accurate detection of positive face, in line with the application requirements of multi-pose face detection in the video very much. The face alignment problem could be seen as a complex non-linear mapping from the face look to the face shape, which uses a coarse-to-fine Auto-encoder Networks (CFAN) to solve this complex nonlinear mapping process. Enter a face area to the module, obtaining the precise positioning of the five key points of the face, then making the deformation of driven position to get alignment face according to the position of the key points. After the face detection and face alignment of the images collected by the ID card and the video, the feature extraction was carried out using the CNN network, then Cosine was used to calculate the similarity, finally the threshold was set to obtain the final output result. 
EXPERIMENTS AND ANALYSIS
Acquisition Verification and Image Preprocessing
We first completed the establishment of the feature database that was; the ID sample image was obtained. Then the features of the scanned image of the ID card sample were extracted, and the feature database was established according to the extracted features. The highest resolution of the collected image was 600 DPI, the lowest was 100 DPI.As shown in Fig.7 , the automatic splicing of positive and negative image with the ID can be achieved by analyzing the layout of the ID.
ID Number Identification and Verification
The black area in Fig.8 were the character area and the image area on the front side of the ID card, and the black area in Fig.10 were the character area and the image area on the opposite side of the ID card. BP neural network algorithm to identify the serial number has been realized under the VS2013+opencv2.4.9 environment.
The Experimental Analysis of Dynamic Face Matching
Experiments were conducted to evaluate the performance of the ID certificate system. The final results were obtained by testing the ID image and the image from video for 105 individuals. It can be seen from the ROC that, the corresponding GAR (correct acceptance rate) was respectively 52%, 83%, 96%, 99%, with the FAR (false acceptance rate) was about 0.01%, 0.1%, 1% and 10%. The experimental results showed that the overall performance of the system was superiors to meet the need of practical use. 
CONCLUSIONS
A cardholder identification system based on ID and face was presented in this paper, which mainly realized two functions, namely, double-sided scanning of the ID and identifying security identification. The system had two major advantages compared to the general identification system. One was that the double-sided scanning of the ID card was finished with a single manual operation, which was efficient to be handled. The other was that, the system integrated multiple identification checking module, so it was more accurate compared to the recognition system that only based on face. The experimental results showed that, the whole system was stable and had good value in practical application.
